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Abstract 
Information security is very important because it aims to protect the user from any threats and risks, thus to make the 
information access is safe, reliable and confidential and to ensure that the information security policy can be carried 
out by organizations. Yet usually, organizations fail to implement these information security policies. This paper put 
forward a measurement model of information security evaluation, which includes three levels to decide the maturity 
level of the information security of an organization. This model adopts the systematic literature (SLR) to determine 
the appropriate measurement instrument parameters to identify the parameter combination. This model can be 
determined by the organization of the maturity level in security information, which enables the organization to 
improve their current information security measures.
© 2011 Published by Elsevier Ltd. 
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1. Introduction
Information security is playing a more and more important role in the development of the structure and
function of the public and private sectors. The dollar is almost spent on purchasing new technology to 
improve safety performance organization, and quality of service delivery to the customer. Although the 
information security often brings to the interests of the organization, implementation sometimes does fail. 
Therefore, many studies have been conducted to study the key influencing factors, in order to identify the 
successful implementation of information security [1], [2].  
Information security is achieved by the implementation of a suitable set of controls, including policies, 
procedures, and organization structure and hardware and software security mechanism. The process of 
establishing, implementing and monitoring, reviewing and improving the organization are controls 
needed to identify and track the changes in the business environment, the security threats, industry best 
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practices and regulatory requirements. This is to ensure that certain safety agencies and business 
objectives are met and the process should be combined with other business management process.  
Despite the fact that most organizations have to introduce information security policy and policy, 
information security breach incidents do still happen. The cause of the problem is that the organization 
doesn’t know which level of information security is executed. There is a need of a mechanism to ensure 
the necessary element be included in the implement of the information security of the organization. Such 
a mechanism entails a better understanding of an organization, information security program. It also could 
guide organizations in implementing the information security measures in the right order [3].  
This paper put forward a measurement information security evaluation model implementation of 
organization. Through the model developed a systematic literature [4] (SLR) Previous studies involve 
common model and measurement standards, information security.  
The model includes three maturity levels to decide the degree of information security for an 
organization. It also contains some necessary factors level to ensure the safety of the information.   
2. Literature review  
There are several standards and maturity models concerning information security, as are described in 
the following paragraphs.  
Established standards such as the International Organization for Standardization (ISO) 17799 are a 
good starting point for shaping and improving the information security policy in an organisation [3]-[5]. 
ISO 17799 presents some guidelines concerning successful implementation of information security, and is 
mainly aimed at senior management to help them make decisions and take essential actions [6].  ISO 
I7799 deals with:   
security policy, objectives and activities that properly  reflect business objectives    
 clear management commitment and support   
 proper distribution and guidance on security policy to all employees and contractors  
 effective 'marketing' of security to employees (including managers)    
 provision of adequate education and training    
 a sound understanding of security risk analysis, risk management and security requirements    
 an approach to security implementation which is consistent with the organization's own culture    
 a balanced and comprehensive measurement system to evaluate performance of information security   
 management and feedback suggestions for improvement  
3 Maturity models  
Mature evaluation model defines a 5-level classification capability maturity based on evaluation, and 
uses process maturity metrics to measure process and production of software development life cycle. 
There are several maturity evaluation model and the industry standard of information security 
Engineering-Capability SSE-CMM technology-Systems maturity model (ISO/IEC 21827) [7], the federal 
information security technology assessment framework (NIST) [8] and control target management 
guidelines (COBIT).  
The international system safety engineering association (ISSEA), founded in 1999 is a non-profit 
organization dedicated to the ascension of the system safety engineering discipline members of the 
defined and measured as ISSEA developed system safety engineering capability maturity model (SSE-
CMM). The SSE-CMM has been the international organization for standardization (ISO) as ISO/IEC 
21827 standard. The model providing industry with best practice is not specific guidance on how to 
achieve security solutions. It is worth noting that SSE-CMM adopts similar context as Systems 
Engineering Capability Maturity Model (SE-CMM). The SSE-CMM defines five capability levels (SSE-
CMM), as is shown in Table I below:   
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Table 1 Levels in Systems Security Engineering –Capability Maturity Model (Sse-Cmm) 
Maturity Level Description
Level 1 Base practices are performed informally 
Level 2 Base practices are planned and tracked 
Level 3 Base practices are well defined 
Level 4 Base practices are quantitatively controlled 
Level 5 Base practices are continuously improving 
Control objectives related information technology (COBIT) is to reach a framework by information 
system audit and control association (or) for information technology (IT) management mechanism. 
COBIT model has a mature form from SE-the CMM. This module processing applications for COBIT is 
affected by the owner to control, so the business process integrated into the business process. Maturity 
level in COBIT model is used to describe the possible state of the process. They are not to be used as the 
realization model and to achieve low level of key is a kind of eligibility requirements to ascend to the 
higher level. Table II depicts COBIT maturity model level.   
Table 2 Levels in Control Objectives For Information Related Technology (Cobit) Maturity Model 
Maturity Level Description 
Level 0 – Non-existent 
The organization does not recognize the need for IT security. There is a complete lack of 
a recognizable system security administration process. 
Level 1 – Initial / Ad hoc 
The organisation recognizes the need for IT security. But the organization considers IT 
risks in an ad hoc manner, without following defined processes or policies. 
Level 2 – Repeatable but intuitive 
Responsibilities and accountabilities for IT security are assigned to an IT security 
coordinator. There is an emerging understanding that IT risks are important 
and need to be considered. Some approach to risk assessment exists, but the process is 
still immature and developing. 
Level 3 – Defined process 
Security awareness exists and is promoted by management. An organization-wide risk 
management policy defines when and how to conduct risk assessments. Risk assessment 
follows a defined process that 
is documented and available to all staff through training. 
Level 4 – Managed and measurable
Responsibilities for IT security are clearly assigned, managed and enforced. The 
assessment of risk is a standard procedure and exceptions to following the procedure 
would be noticed by IT management. 
Level 5 – Optimized 
IT security is a joint responsibility of business and IT management and is integrated with 
corporate security business objectives. Risk assessment has developed to the stage where 
a structured, organisation-wide process is enforced, followed regularly and managed 
well.
Computer security resource center (hereinafter referred to as the CSRC) according to the National 
Institute of Standards and Technology (NIST) has developed into a security maturity model based on five 
consecutive levels. This model will mature level and the level of the place in any documents, and 
complete the required level before in order to raise it to a higher level.  
Table 3. Levels in National Institute Of Standards and Technology (Nist) Maturity Model 
Maturity Level Description 
Level 1: Policies 
Formal documented and updated policies are communicated to all employees. Policies establish a 
continuous risk assessment and implementation and cover major facilities and operations. Clearly 
assign roles, responsibilities, and measures. 
Level 2: Procedures 
Formal documented and updated policies cover all security controls. Procedures clearly identify 
where, how, when, when and on what the procedure to be performed. Procedures document 
controls implementation. 
Level 3: Implementation 
Procedures are communicated to respective individuals and controls are implemented in consistent 
manner. Initial testing is performed. 
Level 4: Test 
Adequate tests are routinely performed to ensure that all policies, procedures, and controls are 
acting as intended. Effective corrective actions, self-assessments, and independent audits are 
performed. 
Level 5: Integration 
Policies, procedures, implementations, and tests are continually reviewed and improved. IT 
security program is embedded into culture and an integrated practice. Continuous cost-benefit 
analysis is performed. 
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Table 4 summarises the maturity models described in this section.
Maturity Model Levels Focus
SSE-CMM Model 
1. Conducted informal 
design
2. Planned and tracked 
3. Well defined 
4. Quantitatively controlled 
5. Continuous improvement 
Safety of the design engineering software 
COBIT Model 
0. Non-existent 
1. Initial/ad hoc 
2. Repeatable but intuitive 
3. Defined process 
4. Managed and measurable 
5. Optimized 








4. Methodologies  
This study was based on literature restudies. Thus, Systematic Literature Rev (SLR) has been used to 
propose an information security implementation model which is systematic, explicit, comprehensive, used 
to identify, evaluate and synthesize completed and recorded knowledge work view of previous view 
Methodology of the maturity level of the information security of an organization. SLR is a producible 
methodology for the existing body.  
SLR has four phases and eight steps, as is shown in Fig. 1. It is suitable for any kind of literature 
review.   
Fig. 1 Systematic Literature Review Met 
The purpose of the target and target recognition is in the planning stage. Based on these, the proper 
protocol to study formulated. Choose the evaluation phase factors information security level to discuss. 
Screening is used to determine it is whether or not a study should be considered for review. In extraction 
phase include selection of standard in the review which is synthetically identified. This is when the 
related research needs the quality evaluation. In the appropriate research it has been found, and the 
relevant information from each study system extracted. The performance stage should consider the factors 
and the influencing factors, and the realization of information security to carry on the detailed analysis 
and collating level. 
5. Conclusions and future work  
Without information security, a group can't ensure long-term success. Organizations need to protect 
themselves from the inherent risk when they use information, and they need to balance the effect of these 
risks. The paper put forward a evaluation model to realize information safety level which can enhance 
information security through the checking of the current safety situation and setting up security measures.  
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This model has been put forward according to the previous research review. Due to several limitations, 
this model might not be comprehensive and its validity can be verified in further studies. However, the 
model shows that some elements of the necessary information security level were decided according to 
specific organization. The model can improve the capability of the organization to choose the right means 
to measure each parameter to fulfill the objectives.   
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